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1. Introduction

OK100

Keyboard Security Controller

OK100 is a keyboard security controller. It contains 8-Bit MCU, encryption calculator, 8K Bytes Flash,
SRAM, USB 1.1 controller and PS2 controller circuit. OK100 and software through the integration of
encryption technology, can take the initiative to prevention network hackers or other malicious
software(Keylogger) to steal personal information. OK100 is a SOIC-16Pin package can be built within
the PC keyboard, made USB/PS2 Adapter, or built within the motherboard. It can be resolved when
the user concerns in the Internet, and was be-logged happens. It is a low-cost, high security
encryption and practical solutions.

2. Features

USB 2.0 Interface

Embedded Flash 8KB

L R R R R 2

3. Pin Assignment

4. Pin Definition

Embedded 8bit MCU and H/W Encrypter

Embedded RAM 256 Bytes

€ 3/5V /O with Pull-up Resistor

& Operating Temperature: 0~70°C

Internal 12 MHz Oscillator

VSS P7 P6 CLK DAT P3 P2 P1

AR EEMM

oTHE OK100 BO
1003

o] EEEEE

q
D+ D- VCC P12 P13 P14 P15 P16

Figure 3-1: Pin Assignment

€ Operating Voltage : 4.5~5.5V
¢ Package: SOIC-16 pin

Pin No. | Pin Name Description Pin state Reset State
4 DAT PS2 Device Interface data Open drain HiZ / Hiz
5 CLK PS2 Device Interface clock Open drain Hiz | HiZ
8 D+ USB I/F D+ USB PHY HizZ / HiZ
9 D- USB I/F D- USB PHY HiZ / Hiz
10 VSS Power Ground Power
11 VCC Power VCC Power

others | P[16:1] Test Pins Input pull up Hiz /| Hiz
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5. Internal Block Diagram

8KB 256 Bytes
0OSC, Flash SRAM
POR,
Regulator, I I
I0s
= Memory BUS

L]

e TSIR
11 = ) )
i Mcu

L |
Security BUS
L |
oTHE
Cipher

Figure 5-1: Internal Block Diagram

6. Package(SOIC-16Pin)

PIN1ID
8 1
ﬁ © DIMENSIONS IN INCHES[MM] MIN.
0.150[3.810] MAX.
0.157[3.987]
i # PACKAGE WEIGHT ~0.15gms
i 0244[6.197] # REFERENCE JEDEC MS-012

SHEEHBHEH |

0.010[0.254]

X450
0.386(9.804] —_— = SEATING PLANE ooteodos]
0.3939.982] ‘
[ s L \ 0.061[1.549]
i 0.068[1.727) \i
A e T T * | 000400.102] \[
0.050(1.270] 0.0075[0.190]
BSC 0°~8° 0.016[0.406]
0.0138[0.350]

0.035[0.889] Doogelg240]

0.004[0.102]
0.0192[0.487] 0.0098[0.249)

Figure 6-1: 16-Lead (150-Mil) SOIC
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7. Electrical Characteristics

7-1 Absolute Maximum Ratings

Storage TeMPEIATUIE .......ueueiee e —65°C to +150°C
Ambient Temperature with Power Applied ..., —-0°C to +70°C

Supply Voltage on VCC Relative to VSS.........ooooiiiiiiiiiiiieeeieeeee, -0.5V to +7.0V

DC INPUL VOITAGE ...ttt et -0.5Vto +VCC + 0.5V
DC Voltage Applied to Outputs in High-Z State .........ccccccceveeiiinnn, -0.5Vto +VCC + 0.5V
Power DISSIPAtION ........euieiiieeieiii e e e 300 mw

Static Discharge VOItage ........ccceeeeviciiiiiiiiiieece e 2200V

LatCh-UP CUITENT .....eiiiiiiiiii et 200 mA

7-2 DC Characteristics

Description . ) _
Parameter Conditions Min Typ. | Max. Unit
General
Veer Operating Voltage No USB activity, 12 MHz 4.2 55 \Y
Veeo Operating Voltage USB activity, 12 MHz 4.35 5.25 \%
Tep Operating Temp Flash Programming 0 70 °C
| VCC Operating Supply VCC =5.25V, no loading, 30 mA
cel Current 12 MHz
| VCC Operating Supply VCC = 5.0V, no loading, 15 mA
ce2 Current 12 MHz
Internal Oscillators,
Bandgap, Flash, CPU
I Standby Current 10 A
set y Clock, Timer Clock, USB H
Clock all disabled
USB Interface
Von Static Output High 15K £ 5% Ohm to VSS 2.8 3.6 Vv
Vorr Static Output Low RUP is enabled 0.3 \%
Vo Differential Input Sensitivity 0.2 \Y
Differential Input Common
Vewm Mode Range 0.8 2.5 \Y
Single Ended Receiver
Vse Threshold 08 2 v
Cin Transceiver Capacitance 20 pF
o Hi-Z State Data Line OV < VIN < 3.3V 110 10| ma
Leakage
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(Continued)
Description o ] .
Parameter Conditions Min Typ. | Max. Unit
General
PS2 Device Interface
Rup Pull up Resistance 4 12 KQ
Input Threshold Voltage . 0 0
Vicr Low, CMOS mode Low to High edge 40% 65% VCC
Input Threshold Voltage . 0 0
Vice Low, CMOS mode High to Low edge 30% 55% VCC
Vi Input Low Voltage, TTL {1y sypply = 2.9-3.6V 0.8 v
Mode
Vi Input High Voltage, TTL | |+ 10 Supply = 4.0-5.5v | 2 v
Mode
VoL Output Low Voltage IOL2 =8 mA 0.4 Vv
. VCC -
Vou Output High Voltage IOH =2 mA 05 Y
Maximum load
Crono capacitance 50 PF
7-3 AC Characteristics
Parameter Description Conditions Min | Typ. | Max. | Unit
USB Driver
Tr1 Transition Rise Time CLOAD =200 pF 75 ns
Tro Transition Rise Time CLOAD =600 pF 300 ns
Tk Transition Fall Time CLOAD =200 pF 75 ns
Te Transition Fall Time CLOAD =600 pF 300 ns
Tr Rise/Fall Time Matching 80 125 %
Output Signal Crossover
VcRrs Voltage 1.3 2.0 \%
USB Data Timing
Ave. Bit Rate (1.5 Mbps £ | 1.47 1.52
ToraTE Low-speed Data Rate 1.5%) 75 o5 Mbps
Toirt Receiver Data Jitter To next transition -75 75 ns
Tolerance
Receiver Data Jitter : .
Toir2 Tolerance To pair transition -45 45 ns
Differential to EOP
Toeor Transition Skew -40 100 ns
TeoPRL EOP Width at Receiver Rejects as EOP 330 ns
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(Continued)
Parameter Description Conditions Min | Typ. | Max. | Unit
USB Data Timing
Teorr2 EOP Width at Receiver Accept as EOP 675 ns
Teopt Source EOP Width 1.25 15 VK
TeopT Source EOP Width 1.25 15 us
Tupn Differential Driver Jitter To next transition -95 95 ns
Tubi2 Differential Driver Jitter To pair transition -95 95 ns
Width of SEO during Diff.
Tist Transition 210 ns
PS2 Device Interface
T Measured between 10 and
TR—CLK Output Rise Time 90% 50 ns
R_DAT Vdd/Vreg with 50 pF load
T Measured between 10 and
TF—C"K Output Fall Time 90% 15 ns
R_DAT Vdd/Vreg with 50 pF load
B
Figure 7-1: USB Data Signal Timing
TrerioD HE—
Differential /
Data Lines \
-—»‘ ‘ "— TR —>‘ ’ }4— Tori —>| Tir2

7 —~
4 Consecutive }
Transitions
N * Teeriop + Turt
Paired
Transitions

Figure 7-2 : Receiver Jitter Tolerance
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/ Crossover \ oy
Differentia A Poirt 4 S\

TN L

Diff. Data to

SEOSkew ~ — | &— Source EOP Width:  Tecer
N* Teerion + Toeoe —P

[ Receiver EOP Width: Teceri, Tecrre

Figure 7-3 : Differential to EOP Transition Skew and EOP Width

TrerioD — | | | |

Crossover
Differential / / Points \
Data Lines \

Consecutive
— Transitions

N * Teeriop + Txrt

Paired
— Transitions —

N * Teeriop + Twr2

Figure 7-4 : Differential Data Jitter
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8. Application Circuit
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Figure 8-1: Application Circuit

Built-in to Keyboard

Embedded to USB/PS2 Adapter

Figure 8-2: Application Fields
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